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9 SETECS, Inc.

Agenda — Secure Network Applications

HH: > Internet Security Infrastructure

Collection of components, protocols, functions and interfaces
for support of secure Internet applications

SETECS Security Framework

Collection of methods, tools, components and interfaces
for rapid and standardized design and development of
secure Internet applications

SETECS Secure Applications

Customized secure Internet applications built using
Security Framework and supported by Security Infrastructure

Example : Integrated, global, end-to—end
Web-based secure applications
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9 SETECS, Inc. Secure Network Applications — Requirements

Security Requirements :

— Local login (local authentication)

— Remote login (remote authentication — bilateral)

— Access control at the remote server (resources)

— Authorization (transactions)

— Protection of messages (confidentiality and integrity)
— Traffic protection and integrity (replay, lost messages, etc)
— Authenticity of a sender (digital signatures)

— Authenticity of a recipient (enveloping)

— Multi—party transactions and protocols

— Group transactions (conference, quorum)

— Non-repudiation
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9 SETECS, Inc.

Current Situation

Problem :
Development and deployment of secure network applications

— Complicated, expensive, long
— Compliance to standards and interoperability
— Not transparent and not user—friendly

Solution :

Security Framework: collection of ready—made components
(objects) for common PKI, smart cards, and crypto
functions and protocols

Security Framework :

— Concept (how to solve the problem)
— Methodology (approach to use the concept)
— Set of components (dev toolkit, plus run—time platform)
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5 Secure Network Applications
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9 SETECS, Inc Security Administration and Management 6
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9 sees, . INternet Security Infrastructure — Authorization Scheme 7
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9 SETECS, Inc. Internet Security Infrastructure — Global PKI
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& ...  Internet Security Infrastructure — Layered Structure 9
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9 SETECS, Inc. Agenda — Secure Network Applications

10

Internet Security Infrastructure

Collection of components, protocols, functions and interfaces
for support of secure Internet applications

I SETECS Security Framework

Collection of methods, tools, components and interfaces
for rapid and standardized design and development of
secure Internet applications

SETECS Secure Applications

Customized secure Internet applications built using
Security Framework and supported by Security Infrastructure

Example : Integrated, global, end-to—end
Web-based secure applications
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Security Framework — Interface
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Registration
and Certification —
Registration Lgﬁ:c/:)t(:oo Smart Cards CA Server
DB g Administration
4 GETECS Security System =101 %]
Start  Certificakes  Setkings  Audic Log
I ﬁ Ei_ Fequest O Change Password alt+c @ £ | @]
Submit Zer Update Registration
g_%. CEPl - Inguite Tl Backup Card
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9 SETECS, Inc Security Framework — Login 12

£ SETECS Security System - _|o| x|

Start  Certificakes  Setkings  Audic Log

& 290 S AEO0ESDL A
i CEPRI \

Ii'!--_l Local=ystem

Smart Card Login

Password

Login

User name: ||

User PINPassword :

User password : |

[6]4 | Cancel | Help | [o]4 Cancel Use Password

SETECS o
Security System
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- Protection of Local Files

13

% OneSEC Security System - Lopged in as: gernot

Start  Profile  Certificate  Smart Cards  Configuration  Audit Log

SHECE0EF | AaE ESTIN G

%y CSPRI ) OneCARD. pof
=+ _4 Local System
E-E=

Eg D'}. Encrypt File
E]I:I Apache Ervelope File
CERELESEC N Sion File
(&[] CSPRI
[+ MMLecture

Sign File

Message

|:| nasdaq
_| SCards
I:I Securibydrchi
I:| setecs
|:| setecs _Dev
_| setecs_extra

What to do with the original file :

Keep, delete or copy to archive

Delete Copy ko Archive

Cancel
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- Protection of Local Files

14

& OneSEC Security System - Logged in as: gernot

Start  Profile  Certificate  Smart Cards  Configuration  &udit Log

SHCRR e AE ESDO G

) OneCARD pdf

il CSPRI
2] Temp.txt.p7s

(=4 Local System
R
=D
E][:l fpache
[:l fpache_S5L
-] CSPRI
[:l MMLecture
-] nasdaq
_| SCards
[:l Securityarchi
[:l setecs
[:l setecs_Dev
_| setecs_extry
= 2,

Werify Signed File
Cuk

Yerify Signed File

Message

File signature successfully verified !

Do you want to activate the file : D:'SecurityArchivelTemp.txt
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Protection of Local Files

15
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% OneSEC Security System - Lopged in as: gernot

Start  Profile  Certificate  Smart Cards  Configuration  Audit Log

S ECED0E AT ESTIQE

il CSPRI
= J Local Systern
el

Edit Yiew Insert FoNS{ENEITE )

=EH &%

Message

Do you want to protect the file 7

| Sign | Encrypk
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s SETECS, Inc. Secure ApplicatiOnS

Secure applications :

1. SETECS ready—made applications
2. Third—party development (new applications)
3. Existing (standard Windows) applications

& SETECS Security System

Start  User Profile  Certificates  Smart Cards  Configuration  Audit Log
.ﬁ.dcnl:ne.ﬂ.n:r-:nl:-at ﬂ I’__E\ & [% @ [:] @

€

DneManager

Local CA System T‘

[N] oreneT P | OneNET Administration

OneGroup 4 OnelMET Clisnt ‘

e

[B]

(@] Exit
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5 Applications Drop-Down Menus

& SETECS Security System

Profile  Certificates  Smart Cards  Configuration  Aodik Log

Registe ﬂ l%' @ [::] @

Add Se Logout From Server

Skop Server
: @I Add User ko Server
ot !

Logout From Server

f Skop Server
!

Add User
IUpdate Connected Clients
Request Server Certificates
Werify Server Certificate
List Server Certificates
Fetch CRL

||

[ ]

List Server Log

Archive Server Log

Dearchive Server Log

Ipdate Server Configurakion
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s SETECS, Inc. Development of Customized Applications

18

= J My Computer
[+ =g Local Disk (T
[= % Local Disk (D)
# I Apache
= =3 Apache_55L
# I CSPRI
[T MMLeckure
I nasdag
& [T 5Cards
[ SecuritvArchive

1 A5ws

F () HCASey
E [ ISASys
i [ LCASHY

1 images
|1 Listeners

H ) OneMETServer
i

X

Marne
__iau:lmln

@ CneMETConfig.java

: @ OnefETCantainer java
| @ OneMETFiles. java
{ EI CreMETLaUncher, java
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File Folder
File Folder
File Folder
File Folder
File Folder
Jawva Source File
Java Source File
Java Source File
Java Source File

Date Modified

7/17/2003 12:27 FM
61162003 4:06 PM
74202003 2:22 FM
7}26/2003 2:50 PM
7420/2003 2:23 FM
7i26,/2003 2:47 PM
61162003 4:24 FM
7)26,/2003 2:49 FM
7/24/2003 8125 FM
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Integration with Windows Explorer

19

Fle Edit Yew Tools
= Back -

Help

&0 Search | Folders

X @

v Standard Buttons
v Address Bar

Address |_'J [oRY

W ppplications M Registration ~ M Certificate ~ W Smart Cards »

Folders

[ Desktop
4 My Computer
+ =4 3z Floppy (A0
= Local Disk ()
# = Local Disk (D)
+ &) OVD/CO-RW Drive (B2
7 == Sony MemoryStck - MG (F2)
# = Local Disk (52
+ [@ Control Panel
7 [ Mobie Device
# [ Shared Documents
# [ coc9B8v's Documents
= & My Metwork Places
"2l Recycle Bin
+ o Cpi-c on 128.164.82.44

7

107}

33 objects (Disk free space: 3,57 GB)

Mﬁ Glé] -

x

E Debug - OneSEC...

v Links
Lack the Toolbars

[T T

A em

w | @Go || Links

= Modified

N

5/2003 1:08 FM
1/2003 3:46 PM

Configuration = Audit Log
_ MINC Comm Band

Marme . Size Ty DAP Bar
I Documents and Settings File i
Jeclpse Fil.¥ SI3EUGy BET
dgs File Folder
L IBM File Folder
IICSSystem File Folder
L1 Inetpb File Folder
L 1i2sdk1.4.2 File Folder
] s File Folder
3 mysql File Folder
_AOffice200_CD File Folder
L IProfiles File Folder
_IProgram Files File Folder
Jproject File Folder
L setecs File Folder
ITemp File Folder
L lunzipped File Folder
Jusr File Folder
LIWINDOWS File Folder
LIWindows CE Tools File Folder
L 1wH70 File Folder
Flhello bat 1KB MS-DOS Batch File
[d] hello. class 1KE CLASS File
{h] helle.h 1KB CHeader file
E] hello java 1KE JAVA Flle
é Mewy Text Document. bt 1KB TextDocument
Fls bat 1KB MS-DOS Batch File
] winzip log 12 KB Text Document
=] hello. bat.p7s S KB PKCS #7 Signatire
=] hello, class p?"s OKB FKCS #7 Signature

P T e ke n e

3L0OKE

‘_;f_-_'\l} OneSEC Security .. H ;\)\Jc:\
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1/17/2003 1:12 Pt
3/15/2003 5:42 PM
71172003 4:29 PM
7/9/2003 2:53 FM
77972003 2:48 PM
4f23/2003 4:21 PM
4/16/2003 11:48 AM
2/25/2003 11:55 AM
7/10/2003 2:48 P
7162003 11:32 AM
7/18/2003 12:27 PM
2/19/2003 1:35 PM
72472003 2:06 PM
72172003 2:37 B
5/8/2003 12:02 PM
FI1F2003 11:23 AM
2/25/2003 11:36 AM
7172003 4:00 PM
7372003 11:35 AM
7872003 4:11 PM
7372003 12:34 PM
7/8/2003 4:11 PM
7232003 6114 PM
5/16/2003 3:04 PM
72172003 2:37 PM
7/24/2003 2:15 PM
7/24/2003 2:15 B
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9 SETECS, Inc.

Integration with Windows Explorer

20

Bz Edit Wew Tools Help

<= Back -

£0) Search | B Folders

X 9 B

Address |_'J [oR}

B ppplicatons |~ M Registration ~ M Certificate ~ B Smart Cards «

Oneet Administration
- G5A System ¢ Clignt
" IS4 System

DS System Y
SILK System |
7 = Local Disk (D)
+ &) OVDYCD-RW Crive (E:)
# == Sony MemoryStck - MG FD
# = Local Disk (G2)
+ [@ Control Panel
7 [ Mobie Device
+ [ Shared Documents
# [ ccc9B87's Documents
= & My Metwork Flaces
‘&l Recycle Bin
H o cpi-c on 128.164.82.44

33 objects (Disk free space; 3.57 GB)

Hsart| B O T ER

31.0KE

E Deblg - OnesE... j_:j_-_l} OneSEC Seclr... H ;)J 2

(Y crDocuments .. | !;! QE—E;“

I 3}) My Compliter

e
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ﬂ @ Go ||Links

Configuration « AuditLog -
MName | Size | Tvpe | Date Modified | ﬂ
JDocuments and Settings File Folder File 2003 1:.08 PM
eclpse File: Folder Fi11/2003 3:46 PM
dgs File: Folder 1/17/2003 1:12 PM
—IIBM File Folder 3F15/2003 5:42 PM
AIDSSystem File Folder 1172003 4:29 FM
L Inetpub File: Folder 72003 2:53 PM
1i2sdk1.4.2 File Folder Fi/2003 2:458 PM
b File Folder 4/23/2003 4:21 PM
I rysgl File: Folder 471642003 11:48 AM
LAOfficez00_<D File Folder 22542003 11:55 AM
dFrofies File Folder /1042003 2:48 FM
LIProgram Files File: Folder File 2003 11:32 AM
Jproject File Folder FHE 2003 12:27 PM
dsetecs File Folder 2/19/2003 1;35 FM
dTemp File: Folder Fi24/2003 2:06 PM
Junzipped File Folder Fi21/2003 2:37 PM
Jusr File Folder 56 2003 12:02 FM
LIWINCOWS File: Folder FILTI2003 11:23 AM
Windows CE Toaols File Folder 22542003 11:36 AM
w70 File Folder 71172003 4:00 FM
Flhelo.bat 1KB MS-00OS Batch File Fi3/2003 11:35 AM
(5] hello.class 1KB CLASS File 7/8/2003 4:11 PM
{h] helloh 1kB C Header file F372003 12:34 FM
E] hello.java 1KB JAVA Fle 7/8/2003 4:11 PM
E| Mewy Text Document. ot 1 KB TextDocument Fi23/2003 614 PM
[Fls bat 1kB MS-D0OS Batch File &/16/2003 3:04 PM
£ WiNzip.log 12 KB Text Documernt Fi21/2003 2:37 PM
=] helo.bat.p7s S KB PKCS #7 Signature Fi2di2003 2:15 PM fre
5] hello.class.p7s OKB PKCS #7 Signature 72472003 2:15 FM ﬂ

2:27 PM




9 SETECS, Inc Integration with Windows Explorer

o MEE

Fle Edit wew Tools Help ol
<o Back ¥ &0) Search | £ Folders | [ [ X =9
Address |_'J Oy ﬂ @ Go | |Links
B Applications « M Registration = M Certificate » B Smart Cards v 0 Configuration = AuditLog «
Folders * || Name Size | Type | Date Modified
[ Desktop _IBmpViem_rerExt F?Ie Folder FI23/2003 521 FPM
= @ My Computer 1 Bridge\Windava F!Ie Folder FAe/2003 1:30 PM
5 5 3ve Floppy (A1) ARSI File Folder 2/27/2003 511 FPM
= " ' S [ewei=y) File Folder FfE 2003 3:17 PM
# = Local Disk (C1) L1 CopyPathExt File Folder 7/23/2003 521 PM
=1 = Local Disk () Cright-click File Folder 712412003 2:10 PM
= ] BmplienerExt (dsbar File Folder F/23/2003 5:20 PM
# [ Bridgewinlava LIWLTemp File: Folder FA0/2003 11:45 AM
+ (3 BSI £ classpath.txt 1kB Text Document 1/6/2003 107 PM
+ [ cocesy j Mew Tt Document, bt DKE TextDocument F23/2003 5:55 PM
% 21 CopyPathExt 1kB Text Document 1//2003 1:08 PM
= (3 right-click 1KB MS-DOS Batch File 7372003 11:35 AM
| [ Shar 1KB CLASSFie FB/2003 4:11 PM
Open with D] 1kB C Header file FI3/2003 12:34 FM
= WLTemp elo. 1KB IAVA File 7/8/2003 4:11 PM
| & DVD/CD-RW Drive (E:) Scan for Virlses. ..
+ = Sony Mamorystck - MG (F) Open With ’
+ = Local Disk (G:)
+ [@ Control Panel 5 Add to Zpp

= [ Mobile Device

@ Zip and E-Mal Drive_D.zip
# ] Shared Documents

# [ cco987's Documents Send To 3
7 & My MNetwork Places

&l Recycle Bin cut
# L cpic on 128.164.62.44 Copy

Create Shortcut
Delete
Rename

Copies the full file paths to the dipboard. [4 Objects Sela

Propertes

ﬂj"start B\ Q E sl Debug - ESE ] L] UITESE SECIT ‘;)d[):\ .JC:\DocumentS ‘ !:3 Q"_E_a, 2:32FM

Copyright © SETECS, Inc. 2005 - All rights reserved




9 SETECS, Inc Integration with Internet Explorer
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3 Yahoo! - Microsoft Internet Explorer

J File Edt ¥ew Favorites Tools Help v Standard Buttons

J(}ﬂBaCk"Eb‘a@|@5€amh«&ddressBar ®|@'E' =
JAgdress I@ it/ ey ahoo, com Lirks LI o G0

Lock the Toolbars

B ppplications « B Registration ~ W Cert
J abp = — MINC Comm Band

Configuration *  AuditLog =

E’LLF 1@;; DAP ar

Fersonalize Finance

@, Yahoo! Search - Fopular terms: Tour de France, Kobe Bryant, NASCAR, Christing Aguilera, PlayStation 2

2 Help| —

M:ai-l Messe;nger HotJobs

Search the Web | Search | Adunced
= Preferences

Yahoo! Personals - [cebreakers make fliting a breeze

Shop Auctions, Autos, Classifieds, Real Estate, Shopping, Travel
Find HotJobs, Maps, People Search, Personals, Yellow Pages
Connect Chat, GeoCilies, Grestings, Groups, Mail, Messenger, Mobile

Organize Addresses, Briefcase, Calendar, My Yahoo!, PayDirect, Photos
Fun Games, Horoscopes, kids, Movies, Music, Radio, TV

Make ¥ahoo! wour home page

Info Finance, Health, MNews, Sports, YWeather More Yahoo!... |

Sign In —
. //> Get free email with SpamGuard!

Yahoo! Mail - Sign up now

i, 0 e 'E]CTT"EKTS b SHOWTIWES NOW!
Visit Official Site - Cpen &d - Ad Feedback

2:41prn ET, Thu Jul 24

* |5 releases photos of Saddam's
S0ns

* ClA concludes new tape is likely
Saddam

* Sao Tome coup ends: rebels get
amnesty

e Eight to share Elizabeth Smart

.{.}" Yahoo! Sheppmg Music - Apparel - Books - More...

- Computers - Consumer Reports

- Home & Garden - Save on PDAS

- Electronics - Rasearch & Compare

- DVD & Video - Palm Showcase

- More - More Great Deals at Dell!
_— — Free Shipping With

Search in Shopping: I g Dell PCs, Details.

reward ~ |

|@ Ciore

L e y

@l J 9\ [% @ @ . ”@Yahoo! - Micros...

|! (ﬂ;% 2:41PM
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Encrypted and Signed Software Modules
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/ o

.
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Folders o Mame Size vpE Date Modified

|[=£' Desktop ﬂ ArchiveServerLog,skx 4KE ST File 712812003 2:50 PM
= j; My Computer ' ﬂ ConnectToServer.skx TEKE ¥ File 7/26J2003 250 PM
[ =w* Local Disk (C: ﬂ Dearchiveserverlog.skx 4 KB ¥ File 712812003 2:50 PM
= %@ Local Disk (D1 ﬂ DisconneckFrom3erver. sty 5 KB * File 712812003 9:50 PM
® [ Apache [ ﬂ FetchServerCRL, sk 5 KB ¥ File 7I28)2003 9:50 PM
& I spache_55L [ ﬂ ListServerCertificates$1,skx 2KB * File 712812003 2:50 PM
& [T CSPRI ﬂ List3erverCertificates, sk 5 KE ¥ File 7128/2003 9:50 PM
T MMLecture m ListServerLogfl . skx ZKB ¥ File 712812003 2:50 PM
) nasdag ﬂ List3erverLog. stk 6 KB ¥ File 7128/2003 9:50 PM
# [T 5Cards ' ﬂ LoginTaoServer skx 5 KB % File 712812003 9:50 PM
h Securitwarchive ﬂ LogoutFrom3Server. sty 5 KB * File 712812003 9:50 PM
= 5 setecs ﬂ ReguestServerCertificates, sty & KB ¥ File 7I28)2003 9:50 PM
H ) GSASys [ ﬂ StarkServer,skx 4 KB ¥ File 712812003 2:50 PM
H ) HCASry [ ﬂ Stop3erver.skx 4 KB ¥ File 7l28/2003 9:50 PM
H () ISASys ﬂ UpdateConnectedClients, skx S KB ¥ File 712812003 9:50 PM
+ [T LCASH m UpdateServerZonfigurationd1.stx 6 KB * File 712812003 9:50 PM
H 51 LCASys ﬂ UpdateServerConfigurakion$z . sty ZKB ¥ File 7128)2003 9:50 PM
= 25 OneMET ' ﬂ UpdateServerConfiguration, skx i 712812003 9:50 PM
) admin ﬂ UpdatesServersList, sk 7128/2003 9:50 PM
|5 images ﬂ VerifyServerCertificate, skx 712812003 9:50 PM

I Listeners

# 75 OneMETServer




5 Security Framework — Conclusions

24

Security Framework :

— Concept (how to solve the problem)

By creating a set of generic security modules for the most common
security components, functions, and protocols and integrating them
with existing (standard) and new (custom-developed) applications

— Methodology (approach to use the concept)

Templates for new applications, procedure for integration
with standard applications, and transparent invocation

— Set of components (Dev Toolkit, plus run—time platform)

Crypto objects, security protocols, ready—made client/server
components, and several available applications
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9 SETECS, Inc. Agenda — Secure Network Applications

25

Internet Security Infrastructure

Collection of components, protocols, functions and interfaces
for support of secure Internet applications

SETECS Security Framework

Collection of methods, tools, components and interfaces
for rapid and standardized design and development of
secure Internet applications

HH:> SETECS Secure Applications

Customized secure Internet applications built using
Security Framework and supported by Security Infrastructure

Example : Integrated, global, end-to—end
Web-based secure applications
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Current SETECS Products
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& SETECS Security System

Start  User Profile  Certificates  Smart Cards

pry
b

E‘-.ﬁ.dube Acrabat 8 f% .'f:"ﬂ- =2
4

H

CneManager
Local CA System
[N] orereT »

CnEtroup L

(@] Exit

|

SETECS Products :

OneCARD™
Smart cards middleware system supporting
Java and file cards, compliant with OCF, GSA,
CAC, and ISO 7816 standards

OneManager™
Security Administration and Management
(Registration DB, LDAP Directory, smart cards)

OnePKI™
Full PKI: Top Level CA Server
Policy CA Server
Hierarchy CA Server
Local CA Server
OneNET™
Client/server security system
(Secure E-mail, SSL, SMIME, Java Security, WSS Security
Server, OASSIS SAML Server)

OneGroup™
Group Security System compliant to GSAKMP standard
(secure instant messaging, whiteboard, shared documents
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SETECS OneCARD™ — Smart Cards System

27

,/‘
-
R
1N —

Smart Cards
Administrator

Master
File (MF)

|| Capability
File (DBOO)

GSA
Directory

V4

General
Information

Card
Information

Access
Control

PKI Dig Sign
Certificate

Protected
Personal

[nformation

Login

Biometrics
X.509
Certificate

Login
applet

DES
applet

RSA KGen

applet applet
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RSA dSig RSA dEnc

applet




9 SETECS, Inc SETECS OneManager™ — Credentials Management 28

N

Registration LDARX00 Smart Cards

DB Directory Administration

=10l |

Start  Reqistration  Smart Cards  Certificates  Settings  Audit Log

=83 Registered Users
—ﬁ adrmin

—ﬁ zead

[—]—D Registered Servers
oI TCAZerverS]
PCAServerst
HCAServers]
LCAServerst
OnehET Serverss

—m Directory

[+:|_—i‘1~:. OneFKl
Smart Card
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9 ses,me. . OETECS OnePKI™ — Full Certification Infrastructure 29

User ] = User User Web and Other
Mobile

User Servers
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& ... SETECS OnePKI™ - Integrated PKI Management

30

i
|

PKI Administration @ @

Interface (OneMAN) R

& SETECS Security System
Stark  Reqgistration  Smark Cards  Cerkificates  Settings  Audit Log

L 300 ACBDH D &Eﬂﬂ ESI0 @

é SETECS »

-] Myworld

=8 CneMan

----- 8 Registered Users

----- [ registered Servers
----- I]:] Direckory

=14 PKI System

LB Top CA Server

: I Palicy A Server
I Hierarchy Ca Server
| | ocal CA Server
----- [ Smart Cards
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s srecs, ;. OE 1 ECS ONENET™ — Secure Client and Secure Proxy Server 31

—_— OneNET Server (Security Proxy)

. . Configuration
Admin fﬁes
Proxy

Proxy

SAuth + SSL

Administrator

OneNET Administration

SSL
Proxy
Desktop ------------------------------------------------
User
Browser
¢ ZEATT B Apache

e

Mobile

User
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s s, OETECS OneGroup™ — Administration of Servers and Policies 32

OneGroup Server
(Group Policy Server)

A
v

A

v
TH]
|Ii|
I

1
4D

OneGroup
Administration

Group Keys

/ X

Policy Token Credentials
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9 SETECS, Inc. Agenda — Secure Network Applications
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Internet Security Infrastructure

Collection of components, protocols, functions and interfaces
for support of secure Internet applications

SETECS Security Framework

Collection of methods, tools, components and interfaces
for rapid and standardized design and development of
secure Internet applications

SETECS Secure Applications

Customized secure Internet applications built using
Security Framework and supported by Security Infrastructure

Il > Example : Integrated, global, end—to—end
Web-based secure applications
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5 Security in Federated Domains
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5 SETECS - Technical Advantages
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— All products implemented in Java (run on all platforms)

— Encrypted software modules (self-protected against viruses)
— Smart cards enabled

— Combined and integrated with SELinux RBAC policy

— Applicable to a federated environment (multiple security domains)
through cross—certified PKls

— Single (“Windows Explorer” — like) interface for all products
— Standards compliant (verification and interoperability)

— Supports GSAKMP standard for group key management
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Initial cost  Annual recurring

($000s) {8§000s) Examples

Base platform

E-collaboration software 295-750 55-115

Secure hosting 45455 550-745  ServerVault

Application server software 35-50 510 BEA Weblogic, Apache Tomcat
_Web server software 5-10 2-5  Sun ONE (IPlanet), Apache HTTPD

Subtotal $380-875 S612-875

Security products

Data encryption software 165-220 A0-40  Bwincible, AS| Protegrity

Client digital certificates 160-215 160-215  VeriSign, Entrust

Single sign-on software 85-115 15-20  MNeteqgrty SiteMinder, RSA ClearTrust

Encryplion hardware 2540 510  nCipher, Chrysalis

Subtotal $435-580 $210-285

Services

Secunty integration 295-750 - ({Dstake

Security lestin 50-150 B0-85  {slake

Subtotal $345-900 S60-85
TR SLI0ZI  SRZII | et todrew
Cost of Security $790-1,490 $270-370

SETECS $190-220 $110-140

» Over 70% cost reduction
* First with GSAKMP-based secure group applications
« On-demand security for mobile applications
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SETECS Presentation
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SETECS, Inc.

Design, Development and Deployment
of Secure Network Applications

Global, integrated, end-to—end security system
for secure Web services, mobile devices, and
collaborative group applications

March 2005

Copyright © SETECS, Inc. 2005 - All rights reserved




